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Agenda 

• How have we gotten where we are? 

• What are we up against? 

– Threats and challenges 

• Are we secure today?  How do we know? 

– Metrics, measures and benchmarks 

• How do we secure for tomorrow? 

– A change in perception might give us a fighting 
chance 
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How Did We Get Here? 



4 

Technology 

“If you think technology can solve your 
problems, then you don’t understand the 
problems and you don’t understand 
technology.” 

     -Bruce Schneier 
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Logical Approaches 
The Iterative Security Wheel 
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Logical Approaches 
The Infinite Money Wheel 
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Logical Approaches 
The Economic Model 
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Are you secure? 

Firewall   ≠   Secure 

Antivirus   ≠   Secure 

IPS   ≠   Secure 

Encryption  ≠   Secure 

WAFS  ≠   Secure 

Compliance ≠   Secure 
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Are You Secure? 

• Investment metrics do not validate security 

– ROI for Security? 

– Cost Avoidance? 

– Insurance Comparisons 

• % of Security Spend Compared to Overall IT 
Spend 

– Comparative, but irrelevant 
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Are You Compliant? 

• Achieving a state of compliance does not 
equate to a state of information security 

• Risk is defined by legislators or external 
entities 

• Protections apply to limited stakeholders 

• Scope is purposely limited 

• Thresholds of materiality define boundaries 

• All threats are not necessarily considered or 
are weighted with someone else’s values 
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What Are We Up Against? 
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What We Are Up Against 
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Combination Threats 
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Have the Threats Really Evolved? 
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Path of Least Resistance 

Consider that computer users are the first and 
sometimes last line of defense.   

• How resilient are your users to attacks? 

• Will an attacker spend weeks developing and 
testing an advanced exploit? 

Or 

• Lure the user to a Social Network site? 

– Viral content expands social engineering threats 
on an exponential scale. 
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Safety In Numbers? 
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• Approximately 2 Billion Internet Users as of 6/30/10 

• World Population – Approximately 6.85 Billion 

• Most breaches are not a systematic failure  of security 
controls 

– They are often the act of a single person 

• One of the largest reported breaches – 27 Million 
records as a result of a lost unencrypted VA laptop 

• Computer users responsible for 48% of security 
breaches  

• Organized criminal groups responsible for 85% of 
stolen data (Verizon/FBI, 2010) 
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Taking a Knife to a Gunfight 
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- When breaches do occur because of system failures, 75% are 
due to flaws in software (Gartner) 

- An unpatched system will last less than 12 minutes 
unprotected on the Internet (Microsoft, 2009) 

Meanwhile 

- 90% of IT security spend is on perimeter security, like 
firewalls 

- We are still defending an eroding perimeter and not focusing 
on fixing the problems in software 

- ‘Disruptive Technologies’ such as cloud computing, mobile 
devices, and social networks are introduced with little 
attention to controls 
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Application Vulnerabilities 

2004 OWASP Top Ten 

• A1-Unvalidated Input 

• A2-Broken Access Control 

• A3-Broken Auth/Session Mgmt 

• A4-Cross-Site Scripting (XSS) 

• A5-Buffer Overflow 

• A6-Injection Flaws 

• A7-Inproper Error Handling 

• A8-Insecure Storage (Crypto) 

• A9-App Denial of Service 

• A10-Insecure Configuration 
Mgmt 

2010 OWASP Top Ten 

• A1–Injection 

• A2–Cross-Site Scripting (XSS) 

• A3-Broken Auth/Session Mgmt 

• A4-Insecure Object Ref 

• A5-Cross-Site Request Forgery 

• A6-Security Misconfiguration 

• A7-Insecure Crypto 

• A8-Restrict URL Access Failure 

• A9-Insufficient Transport Layer 
Protections 

• A10-Unvalidated Redirects 

ISACA Austin Luncheon 
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Application Vulnerabilities 

February 1, 2011 ISACA Austin Luncheon 

4,396 Disclosed 
Vulnerabilities in 
First Half of 2010 

 (IBM Xforce) 
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Combating the Threats 
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“If you know the enemy and know yourself you need 
not fear the results of a hundred battles.” 

- Sun Tzu 
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Combating the Threats 
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“We have met the enemy and he is us.” 

- Pogi Comic Strip 

 

 

“If you know the enemy and know yourself you need 
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- Sun Tzu 

 

 



27 

Combating the Threats 
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“We have met the enemy and he is us.” 

- Pogi Comic Strip 

 

 

“If you know the enemy and know yourself you need 
not fear the results of a hundred battles.” 

- Sun Tzu 

 

 

“Be afraid.  Be very afraid.” 

- Seth Brundle, ‘The Fly’ 
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Threats:  Combating or Introducing? 

• Broken Development Methodologies 

– Separate security requirements from functional 
requirements 

– Testing processes do not test for misuse cases 

• Finding flaws in QA is too late 

– Functional requirements outweigh bug fixes 

– Security flaws are not seen as bugs 

– Security flaws may be design flaws, and design 
flaws do not get fixed quickly 

• Who is responsible for finding security flaws? 
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Are You Secure Today? 



30 
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Gartner Security Maturity Model 



31 

 

February 1, 2011 ISACA Austin Luncheon 

Gartner Security Maturity Model 



32 February 1, 2011 ISACA Austin Luncheon 

The Grandeur (er Misery?) of Reality 

Blissful 
Ignorance 

Awareness 

Corrective 

Operational 
Excellence 
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Start With a Framework 

• ISO 17799 or ISO 27001 

• COBIT 

• COSO 

• FISMA 

• OCTAVE 

• NIST 

• ITIL 

• Etc… 
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Define Control Objectives - ISO 

• Security Policy and Standards 

• Systems Development 

• Access Controls 

• Asset Classification and Control 

• Business Continuity Management 

• Communications and Operations Management 

• Organizational Security 

• Personnel Security 

• Physical and Environmental Security 
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Define Control Objectives - COBIT 
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Plan and Organize 
Define a strategic IT Plan and direction 
Define the Information Architecture 
Determine Technological Direction 
Define the IT Processes, Organization, and 
Relationships 
Manage the IT Investment 
Communicate Management Aims  and Direction 
Manage IT Human Resources 
Manage Quality 
Assess and Manage IT Risks 
Manage Projects 

Acquire and Implement 
Identify Automated Solutions 
Acquire and Maintain Application  Software 
Acquire and Maintain Technology Infrastructure 
Enable Operation and Use 
Procure IT Resources 
Manage Changes 
Install and Accredit Solutions and Changes 

 

Deliver and Support 
Define  and  Manage  Service Levels 
Manage Third-party services 
Manage Performance and Capacity 
Ensure Continuous Service 
Ensure Systems Security 
Identify and Allocate Costs 
Educate and Train Users 
Manage Data 
Manage Operations 

Monitor and Evaluate 
Monitor and Evaluate IT Processes 
Monitor and Evaluate Internal Control 
Ensure Regulatory Compliance 
Provide IT Governance 
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Identify Controls 
(People, Process, AND Technology) 
• Simple environment - dozens 

• Moderately complex environment - hundreds 

• Complex, distributed environment - several 
hundred if not thousands  

• Evaluating the state of implementation, level 
of monitoring and management will provide a 
maturity level – but not effectiveness 
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ISO Maturity Model – Overall Security Posture 
Ideal Level – Current Level – Target Level 



38 February 1, 2011 ISACA Austin Luncheon 

0

1

2

3

4

5

Access Control

Asset Classification &
Control

Business Continuity
Management

Communications &
Operations

Management

Compliance

Organizational
Security

Personnel Security

Physical and
Environmental

Security

Security Policy

Systems Development

Ideal

Current

Targets

ISO Maturity Model – Overall Security Posture 
Ideal Level – Current Level – Target Level 



39 February 1, 2011 ISACA Austin Luncheon 

Doing More With Less 
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Exceeding Capacity 
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The Climb is Not Easy 

Stragglers and dead weight will pull you down 
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Can You Do Less With Less? 
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At Best: 
• Flaw of Averages 
• Improperly Weighted Mathematics 
• Rolled Up Results 

 
At Worst: 
• Gut Instinct and Subjective Feelings 
• High Level Estimates Without 

Underlying Component Assessment 

Are You Secure Today? 
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Measuring Control Effectiveness 
Control 

Deficiency 
Description 

100% No Controls implemented, no detective measures.  Processes do not exist. 

75% Detective control, but no preventative control.  Processes are ad hoc or not 
well defined. 

60% Single untested control.  Infrequent processes performed. 

50% Single control tested as effective for some but not all conditions. 

40% Single control tested as effective for most but not all conditions. 

30% Multiple controls implemented but not completely tested. 

20% Highest levels of controls implemented in layers, tested to be effective.  
Infrequent ongoing detective processes performed. 

10% Highest levels of controls implemented in layers, tested to be effective.  
Ongoing detective measures  have been implemented. 

1% Highest levels of controls implemented in layers, tested to be effective against 
all conceivable conditions.  Continual monitoring processes have been 
implemented and have reached a mature state of continuous improvement. 
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How Do We Secure For Tomorrow? 
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Securing Against Tomorrow’s Threats 

• Move forward towards new technology with an “eyes 
wide open” risk assessment process 

• Stop making assumptions 

• Close the existing control gaps or gain appropriate 
acceptance for unmitigated or residual risks 

• Make sound, risk based decisions about controls 

• Measure progress and keep score - Eliminate the 
stoplight 

• Answer the question “Are you secure?” with facts and 
details, not perceptions 

• Evaluate the strength of Governance in the organization 
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Securing Against Tomorrow’s Threats 

Enable the human firewall 

• Revamp, update, or simply implement user awareness 
training 

• Question the effectiveness of check the box programs 

– New media formats - YouTube Style Videos instead of  
Security Policy PowerPoint presentations 

– New message – what’s in it for the employee, tie the 
benefits to them personally 

– Enlist your marketing department.  Security people aren’t all 
that creative 
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Securing Against Tomorrow’s Threats 

Fix the Applications 

• Integrate Application Security and Application 
Development  

– Get developers and QA teams up to speed on security 
vulnerabilities.  Then just fix flaws. 

– Allocate the required resources (time and money) or 
expect the race to go-live to include flaws. 

– Hold development teams accountable to bugs as well as 
due dates.  Yes, security vulnerabilities are bugs. 

• Hold software vendors accountable 
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Securing Against Tomorrow’s Threats 

Tear down the walls.   

• Information Security and Information Technology 
are not separate entities, separate processes, or 
separate disciplines. 

• Information Security is an outcome that occurs 
throughout.  It cannot be bolted on at the end of 
the line. 

• Heretic prognostication removed to protect the 
speaker. 
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Objective Checklist 

VHow have we gotten where we are? 

VWhat are we up against? 

VAre we secure today?  How do we know? 

VHow do we secure for tomorrow? 

 

Fundamental Objective – To raise questions in 
your mind about the status of information 
security in your organization. 

February 1, 2011 ISACA Austin Luncheon 



51 February 1, 2011 ISACA Austin Luncheon 

Remember What You Are Up Against 
Before you go back to your office and expect a Capability 

Maturity Model report, consider: 

• Resources allocated, not the money spent 

• Threat of the day knee jerk assessment and reaction 

• There are no silver bullets or magic formulas 

• Everything isn’t broken, it’s just somewhere south of 
perfect 

• How much time does your organization spend 
evaluating risk?  Formally? Who? 

• When you assume it is easy, effective, and adequate 
you are part of the problem 
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If At First You Don’t Succeed… 

Keep Climbing! 
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Questions? 

Thank You! 

Contact Info: 
BrianEngle@templeinland.com 
Brian.Engle@gmail.com 
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